BO Y TE CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Djc 1dp — Tw do — Hanh phiic

$6: 222 /CNTT-THDL Ha Néi, ngay2H thang H nam 2018
V/v canh bao 15 hdng an toan thong tin
hé quan tri ndi dung Drupal

Kinh gtri:
- Téng Cuc Déan s6-KHHGD, Vin phong B, Thanh tra BS va cac
Vu, Cuc thudéc Bo Y té;
- Céc don vi truc thudc Bo Y té;
- S Y té céc tinh, thanh phd truc thuge Trung wong.

Cin cr Cong van sé 109/VNCERT-KTHT&GS cua Trung tdm Ung ciru
khan cap Mdy tinh Viét Nam ngay 24/4/2018 vé viéc canh bao 10 hong an toan
théng tin hé quan tri ndi dung Drupal, Cuc Cong nghé thong tin dé nghi cac don
vi kiém tra dé phat hién va xur ly triét dé 02 16 hong an toan thong tin do1 vdi céac
website co st dung Hé quan tri ndi dung Drupal (Drupal CMS) theo mo6 ta va
hudng dan dudi day.

1. L hfing Drupal cho phép thue thi cic Iénh diéu khién tir xa trai
phép (Remote Code Execution)

1.1 Ma l6i quéc té: CVE-2018-7600 hodc SA-CORE-2018-002

1.2 Mirc dé nghiém trong: Nghiém trong

Mirc d6 nguy hiém la nghiém trong do:

+ Khi khai thac thanh céng, tin tic s& dé dang cai dit ciac phan mém ma
ddc, phan mém khai thac, phan mém diéu khién trai phép toan quyén diéu khién
hé thong.

+ K¥ thuat khai théc rét d& thuc hién, khong yéu ciu bat cir diéu kién gi
kem thém.

+ Khéng yéu cu quyén truy cdp hé thong.

+ C6 thé stra va x6a dit liu.

+ May tinh bi khai thic c6 thé tré thanh ban dap khai thdc cdc mdy tinh
khéc trong cuing ving mang.

1.3 Thoi diém cong bé 16 hong: 28/3/2018

1.4 Thoi diém cong bé ma khai thac: 13/4/2018 mot sé webiste da cong
b0 ma khai théc thi diém 16 héng.

1.5 Mé ta anh huwéng: cho phép tin tic tin cong tir xa, tai tép tin trai phép,
thay déi giao dién v.v.., 15 hong ton tai trén nhiéu phién ban khac nhau ctia Drupal,

xem chi tiét trong phan giai phap xr 1y sy ¢d.
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Hién nay anh huong trén dién rong da cé mot s hacker khai thac 16 héng
Drupal dé phuc vu dao tién o.

1.6 Giai phap xir ly

1. Céap nhat Drupal

Drupal d3 cung cap kha day du cac ban va va xi ly 13i cho 16 hong CVE-
2018-7600 hodc SA-CORE-2018-002, quan trj hé théng xem xét xtr Iy theo hudng
dan dugc tong hop tir Drupal nhur sau:

- Néu str dung Drupal 7.x can nang cép phién ban 7.5.8. Trong truong hop
khong ning cép ngay lap tic thi cai dit ban va link dudi day:
https://cgit.drupalcode.org/drupal/rawdiff/?h=7.x&id=2266d2a83db50e2{97682
d9a0fb8al8e2722cbas

- Néu str dung phién ban Drupal 8.5.x thi cdp nhat lén phién ban 8.5.1.
Trong trudng hop khong ning cap ngay lap tire thi cai dit ban va link dudi day
https://cgit.drupalcode.org/drupal/rawdiff/?h=8.5.x&id=5ac8738fa69df34a0635f
0907d661b509ff9a28f

- Néu dang sir dung céc phién ban Drupal 8.3 hoic 8.4 thi nhanh chéng
nang cap 1én phién ban 8.5.1. Trong truong hop khong thé thuc hién thi ¢6 thé sir
dung hai bién phap tam thoi sau (tuy nhién céc bién phép nay van con tiém an
nhiéu rui ro khac):

+ Néu dang sir dung Drupal 8.3.x thi nang cap 1én phién ban 8.3.9 va cai
dit ban vé tai duong dan sau day
https://cgit.drupalcode.org/drupal/rawdiff/?h=8.5 x&id=5ac8738fa69d{34a0635f
0907d661b509f9a28f

+ Néu dang str dung Drupal 8.4.x thi nang cép 1én phién ban 8.4.6 va cai
dat ban va tai duong dan sau day
https://cgit.drupalcode.org/drupal/rawdiff/?h=8.5.x&id=5ac8738fa69df34a063 5f
0907d661b509ff9a28f

2. Cac giai phap hd tro khéc

Thiét 1ap thiét bi IPS, tudmg lira bao vé 16p 7 hodc tuong lira bao vé tng
dung web (Web Application firewall ) va cap nhat day du thong tin dé c6 thé ngin
chin duoc céc tan cong 16 hong.

Vi cac thiét bj chua duoc nha san xuat cap nhat kha ning ngin chin tan
cong CVE-2018-7600 (hodc SA-CORE-2018-002), thi tham khao doan ma phat
hién tdn cong sau duoc viét cho phan mém phat hién xdm nhap nguén ma Snort:

alert http SEXTERNAL NET any -> SHOME NET SHTTP PORTS
(msg:"Drupalgeddon2  (CVE-2018-7600)";  flow: to_server,established;
content:"POST"; http method; content:"markup"; fast pattern; content:
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"/user/register"; http_uri;
pere:"/(access_callback|pre render|lazy builder|post render)/i"; classtype:web-
application-attack; sid:9000110; rev:1

2. L6 hong tan cong kich ban lién trang (Cross Site Scriptting)

2.1 Ma hoi quoc té: SA-CORE-2018-003

2.2 Mirc dp nghiém trong: Cao

2.3 Thoi diém cong bé: 18/4/2018

2.4 Mo ta anh huwong

Ung dung CKEditor 1a mdt tmg dung xdy dung trén nén tang Java Script
duoc tich hgp véi phan mém Drupal, tng dung nay da xuat hién 16 hong cho phép
kha ning khai thac 16i Cross Site Scripting (XSS). L hong nay cho phép tin tic
thuce thi cac XSS thong qua CKEditor khi ¢6 sir dung Plugin Image2 (Plugin nay
cling dugc su dung trong phién ban Drupal 8).

2.5 Giai phap xw ly

1. Sir dung Drupal 8, cdn nang cép 1én ban 8.5.2 hoic 8.4.7

2. Sir dung Drupal 7.x, chi bi anh hudong béi 16 hong trén néu sir dung
CKEditor module 7.x-1.18 hoac CKEditor tir CDN.

3. Néu cai dat CKEditor véi Drupal 7 bang cac phuong thite riéng nhu (sir
dung WYSIWYG module, CKEditor locally) va st dung cac phién ban CKEditor
tir 4.5.11 t61 4.9.1, thi can cdp nhat thu vién third-party JavaScript library tai dia
chi https://ckeditor.com/ckeditor-4/download/

Viéc cap nhét phan mém Drupal cho cac website/cong thong tin dién tir 6
thé dan dén mot sé truc tric trong khi diy 14 phin mém ma ngudn mé nén viéc hd
trg tir cong dong va nha san xuat con han ché. Do d6 can thir nghiém va nghién
ctru k¥ trude khi thuc hién cac bién phap cap nhat cho cac hé thong 16n, yéu cau
tinh sin sang cao dé han ché rui ro.

Moi théng tin chi tiét va d& nghi hd tro k¥ thuat vui 1ong lién hé dau méi
ctia Trung tam Tich hop Dir liéu: Ong Pham Hiru Thao — Phu trach Phong Ha tang
va An toan thong tin; email: thaoph.cntt@moh.gov.vn; dién thoai: 0944701619.

Trén trong./.
Noi nhan:
- Nhur trén; -t
- PCT. Lwong Chi Thanh (dé biét);
- Luu: VT, THDL.
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