
BO Y TE 	 CONG HOA xA HOI CHU NGHIA VItT NAM 
CVC CONG NGHt THONG TIN 	Di)c 14p — 14 do —1-4nh phut 

sa:  2,2  2-/CNTT-THDL 
V/v canh bao to hang an toan thong tin 

he quail tri nei dung Drupal 

Ha Noi, ngay,211thang nam 2018 

Kinh giri: 
- Tong Cue Dan se-KHHGD, Van phong Be, Thanh tra BO va cac 

Vu, Cue thuec Bo Y te; 

- Cac dam vi true thuec BO Y te; 

- Y to cac tinh, thanh phe trip thuec Trung using. 

Can c* Cong van se 109/VNCERT-KTHT&GS tits Trung tam 'Ong dru 
khan cap May tinh Viet Nam ngay 24/4/2018 ve viec canh bao 18 tiling an toan 
thong tin he quan tri nei dung Drupal, Cuc Cong nghe thong tin &' nghi cac dam 
vi kiem tra de phat hien va xir ly triet de 02 to hang an toan thong tin do'i voi cac 
website có sir dung He quart tri nei dung Drupal (Drupal CMS) theo mo to va 
huOng clan clueri day. 

1. a hiing Drupal cho phep that thi cac 14snh dieu khi& tir xa trai 
phep (Remote Code Execution) 

1.1 Md loi quac ti: CVE-2018-7600 hoac SA-CORE-2018-002 

1.2 Mac dO nghiem trvng: Nghiem tong 

Mirc de nguy hiem la nghiem trong do: 

+ Khi khai dr& thanh ding, tin tac se de dang cai dat cac phan mem ma 
des, phan mem khai that, phan mem dieu lchien trai phep toan quyen dieu khien 
he thong. 

+ Ky thuat khai that rat de awe hien, khong yeu cau bat cir diAu kien gi 
kern them. 

+ Khong yeu eau quyen truy cap he thong. 

+ CO the sira va xoa dir 

+ May tinh bi khai that co the troy thanh ban dap khai that cac may tinh 
khac trong cimg vimg mang. 

1.3 Thai diem cong bo 1J hang: 28/3/2018 

1.4 Thai diem cong bo ma khai thdc: 13/4/2018 met so webiste da cong 
136 ma khai that thi diem to htmg. 

1.5 MO to an!, htrowg: cho phep tin tac tan cong tir xa, tai tep tin trai phep, 
thay doi giao dien v.v.., to bong ten tai tren nhieu phien ban khac nhau cua Drupal, 
xem chi fiat trong phan giai phap xir ly s'kr 
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Hien nay anh huong ten dien rang da co mot s6 hacker khai thac to hOng 
Drupal de phuc vu dao tier' ao. 

1.6 Giiii pluip xi. If 

1. Cap nhat Drupal 

Drupal TA* cung cap kha day du cac ban lid va xir 19 18i cho 18 h6ng CVE-
2018-7600 hoac SA-CORE-2018-002, quan tri he th6ng xem xet 'dr 19 theo huong 
dan duoc tong hop tir Drupal nhu sau: 

- Neu sir dung Drupal 7.x can nang cap phien ban 7.5.8. Trong truarng hop 
khong nang cap ngay lap tirc thi cai dat ban va link dual day: 
https://cgitdrupalcode.org/drupal/rawdiff/?h=7.x&id=2266d2a83db50e2D7682   
d9a0tb8a18e2722cba5  

- Neu sir dung phien ban Drupal 8.5.x thi cap nhat len phien ban 8.5.1. 
Trong tnrecng hop khong nang cap ngay lap tirc thi cai at ban va link duai day 
https ://cgit. drupalcode.org/drupal/rawdiff/?h=8  .5 .x& id=5ac8738fa69df34a0635f 
0907d661b509ff9a28f 

Neu dang sir dung cac phien ban Drupal 8.3 hoac 8.4 thi nhanh chong 
nang cap len phien ban 8.5.1. Trong twang hop khong the thuc hien thi co the sir 
dung hai bien phap tam thoi sau (tuy nhien cac bien phap nay Van con tiem An 
nhieu rui ro khac): 

+ Neu dang sir dung Drupal 8.3.x thi nang cap len phien ban 8.3.9 va cai 
dat ban va tai du&ng dan sau day 
https://cgit.drupal  code. org/drupal/rawdiff/?h=8  .5 . x&id=5ac8738fa6 9 d f3 4 a 063 5 f 
0907d661b509ff9a28f 

+ Neu dang sir dung Drupal 8.4.x thi nang cap len phien ban 8.4.6 va cai 
dAt ban va tai &ION dan sau day 
https://cgit. drupal  code. org/drupal/rawdiff/?h=8  .5 .x& id=5 ac8738 fa69df34a0635 f 
0907d661b509ff9a28f 

2. Cac giai phap h8 tro khac 

Thiet lap thiet bi IPS, tu&ng lira bao ve lOp 7 hoac tuarng lira bao ve ung 
dung web (Web Application firewall ) va cap nhat day du thong tin de c6 the ngan 
chan &roc cac tan cong 18 h6ng. 

Vai cac thiet bi chua &roc nha san xuat cap nhat kha 'fang ngan chin tan 
cong CVE-2018-7600 (hoAc SA-CORE-2018-002), thi tham khao doan ma phat 
hien tan cong sau &roc viet cho phan mem phat hien xam nhap ngu6n ma Snort: 

alert http $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS 
(msg:"Drupalgeddon2 (CVE-2018-7600)"; flow: to_server,established; 
content: "POST"; http_method; content: "markup"; fast pattern; content: 
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"/user/register"; 	 http_uri; 
pere:Naccess_callbacklpre_renderilazy_builderipost_render)/i"; classtype:web-
application-attack; sid:9000110; rev:1 

2. LO liOng tan tong kich ban lien trang (Cross Site Scriptting) 
2.1 Mil' hoi quor'c ti: SA-CORE-2018-003 

2.2 Mar d'9 nghiem trong: Cao 

2.3 Thiri diem ding bk 18/4/2018 

2.4 MO to dnh hiding 
ting dung CKEditor la mot ung dung xay dung teen nen tang Java Script 

&roc tich hop vai phan mem Drupal, img dung nay da xuAt hien18 h6ng cho phep 
kha nang khai tilde 18i Cross Site Scripting (XSS). L8 h6ng nay cho pile') tin tac 
thtrc thi cac XSS thOng qua CKEditor khi co sir dung Plugin Image2 (Plugin nay 
ding &roc sir dung trong phien ban Drupal 8). 

2.5 Gidi ',hap 
1. Sir dung Drupal 8, can nang cap len ban 8.5.2 hoac 8.4.7 

2. Sir dung Drupal 7.x, chi bi anh hirong b&i 18 h6ng teen neu sir dung 
CKEditor module 7.x-1.18 hoac CKEditor tir CDN. 

3. Neu cai chat CKEditor vai Drupal 7 bang cac phuang thirc rieng nhu (sir 
dung WYSIWYG module, CKEditor locally) va sir dung cac phi'en ban CKEditor 
tir 4.5.11 tai 4.9.1, thi can cap nhat thir vien third-party JavaScript library tai dia 
chi https://ckeditor.com/ckeditor-4/download/  

Viec cap nhat phan mem Drupal cho cac,website/c6ng thong tin dien tir co 
the dan den mot so truc trac trong khi day la phan mem ma nguon ma nen viec h8 
tro tir cong &Ong va nha san xuat con han che. Do do can thir nghiem va nghien 
ciru ky truck khi dive hien cac bien phap cap nhat cho cac he th6ng l&n, yeu cau 
tinh san sang cao de han che rui ro. 

M9i thong tin chi tiet va c#e nghi h8 tro ky thuat vui long lien he clau m6i 
cua Trung tam Tich hop Da 	Ong Pham Huu Thao — Phu trach Phong Ha tang 
va An town thong tin; email: thaoph.cntt@moh.gov.vn;  dien thoai: 0944701619. 

Tran trong./. 
Nei nhfin: 
- Nhu tren; 
- PCT. Luang Chi Thanh (de bier); 
- Ltru: VT, THDL. 
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